PARTICIPANT PRIVACY NOTICE
1.
What is the purpose of this document?
EFL Trust are committed to protecting the privacy and security of your personal
information. This privacy notice describes how EFL Trust process personal information
about you, in accordance with data protection legislation. EFL Trust are a data controller.
This means that we are responsible for making decisions about the personal data that we
process.
Personal data is any information relating to an identified or identifiable living person. It
does not include data where the identity has been removed (anonymous data). When
collecting and using personal data, our policy is to be transparent about why and how we
process personal data.
This notice applies to participants on our ‘FIT FANS’ programme.
2.
Why do we want to obtain data?
You are participating in the ‘FIT FANS programme’ commissioned by EFL Trust, partly
funded by Sport England, evaluated by Sport Industry Research Centre (SIRC, Sheffield
Hallam University), licensed by SPFLT, and delivered by your local Community Club
Organisation (CCO). The project funding and license enables us to deliver a programme
that aims to sustain physical health benefits. We obtain your data in order to evidence
the level of participation on the programme, evaluate intended programme outcomes
to draw down and continue programme funding, and to evaluate impact of FIT FANS
programme. This allows us to continue to deliver the programme, or make changes to
the programme if intended outcomes are not being achieved.
3.
Where do we obtain your personal data from?
The information we process about you is obtained from:


The Community Club Organisation (CCO) that delivers the programme



Directly from you



National Benchmarking Service (NBS)

4.
What kind of information do we hold about you, and why?
Personal data, or personal information, means any information about an individual from
which that person can be identified. It does not include data where an individual cannot
be identified (anonymous data). There are "special categories" of more sensitive
personal data which require a higher level of protection. We will process the following
categories of personal information about you:
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Information that enables us to track your journey through the programme (this
information allows us to ‘match up’ your information before, during, and after the
programme, and evidence participation on the programme):
o Identity information (such as name, age, postcode)



Information that allows us to keep in contact with you about your participation on
the programme and in future opportunities:
o Contact details (such as address, e-mail address, phone number)



Health information that allows us to understand your progress on the programme,
to evidence to funders that the programme is working with its target group, and
to allow us to evaluate the programme through ethical research, falling into the
following categories:
o Weight, Height, and BMI
o Body measurements (such as waist measurement)
o Blood pressure
o Mental/emotional wellbeing
o Diet
o Physical activity levels

5.
How will this information be processed lawfully?
We will only process personal information when the law allows us to. Depending on the
processing activity, we rely on the following lawful bases:
1. Article 6(1)(a) Where you have given clear consent for us to process your
child’s personal data for a specific purpose.
2. Article 6(1)( f) Where it is necessary for our legitimate interests, your
legitimate interests, or those of a third party, and your interests and fundamental
rights do not override those interests.
Our legitimate interests are to provide a service that enables all participants to
complete the programme successfully, and to evidence participation and delivery to
programme funders.
Special category data:
In order to process special categories of information about you, we are also required to
meet a further lawful basis for processing. The lawful bases relied upon for this are:



Article 9(2)(a), where you have provided your unambiguous, explicit consent
to the processing;
Article 9(2)(g), processing is necessary for reasons of substantial public
interest (subject to safeguards and proportionate to your rights).
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Some of those conditions for processing special category data also require us to rely on a
further lawful basis for processing under the Data Protection Act 2018 (DPA 18). We
further rely on:
 Schedule 1 Part 2 of the DPA 18:
 paragraph 18 – Purpose: Safeguarding individuals at risk
We will only use your personal information for the purposes for which we collected it,
unless we reasonably consider that we need to use it for another reason and that reason
is compatible with the original purpose. If we need to use your personal information for
an unrelated purpose, we will notify you and we will explain the legal basis which allows
us to do so.
Please note that we may process your personal information without your knowledge or
consent, in compliance with the above rules, only where this is required or permitted by
law.
6.
What is ‘automated decision-making’ and does EFL Trust use it?
Automated decision-making takes place when an electronic system uses personal
information to make a decision without human intervention. We do not envisage that
any decisions will be taken about you using automated means.
7.
Is my personal information shared with other organisations?
On occasion, we will share your personal data with other organisations in their capacity as
data controllers, and will put in place an appropriate data sharing agreement for such
sharing. The organisations or categories of organisations are listed below:



SIRC (Sport Industry Research Centre)
External auditors (where this is necessary to carry out the audit)

We will share data that is anonymised with SPFLT for the purposes of project monitoring,
research and evaluation. We will also share information that is aggregated with Sport
England. Before sharing, we will use every endeavour to ensure no individual is
identifiable.
We may share your data with third parties who act as data processors on our behalf. Where
we employ a data processor, a contract that meets the minimum terms of Article 28 of
the GDPR will be in place, to protect the processing of such data. We require third party
processors to respect the security of your data and to treat it in accordance with the law.
Your information will be shared with the following categories of data processors:


IT service providers (EFL IT systems are currently provided through EFL and Elite
IT)



Secure e-mail service (such as E-gress)



Club Portal System
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In exceptional circumstance, we may also need to share your personal information with a
regulator, Court, dispute resolution service or to otherwise comply with the law (or to law
enforcement authorities where we may be legally permitted to do so).

8.

Will my information be transferred outside the EEA?

We do not transfer your personal information outside the EEA routinely. If we do, you can
expect a similar degree of protection in respect of your personal information, and we will
meet the requirement of the GDPR for international transfers.
We are committed to protecting the security of your personal data, which we generally
hold in secure data centres in the European Economic Area (EEA).


We will only transfer your personal data to countries that have been deemed to
provide an adequate level of protection for personal data by the European
Commission.

See

https://ec.europa.eu/info/law/law-topic/data-

protection/data-transfers-outside-eu/adequacy-protection-personal-data-noneu-countries_en for further details.


Where we use certain service providers, we may use contractual provisions to
ensure your information is properly protected. For example, certain contracts are
approved by the European Commission and give personal data the same
protection it has in Europe.



Where we use providers based in the US, we may transfer data to them if they are
part of the Privacy Shield which requires them to provide similar protection to
personal data shared between Europe and the US.

9.
Is my personal information held securely?
We have put in place measures to protect the security of your information, and will review
this on an ongoing basis. We have put in place appropriate security measures to prevent
your personal information from being accidentally lost, used or accessed in an
unauthorised way, altered or disclosed. In addition, we limit access to your personal
information to those employees, agents, contractors and other third parties who have a
business need to know. They will only process your personal information on our
instructions and they are subject to a duty of confidentiality.
Third parties will only process your personal information where they have agreed to treat
the information confidentially and to keep it secure.
We have put in place procedures to deal with any suspected data security breach and will
notify you and any applicable regulator of a suspected breach where we are legally
required to do so.
10.
How long is my personal information retained for?
We will only retain your personal information for as long as necessary to fulfil the
purposes we collected it for, including for the purposes of satisfying any legal,
accounting, or reporting requirements. To determine the appropriate retention period
for personal data, we consider the amount, nature, and sensitivity of the personal data,
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the potential risk of harm from unauthorised use or disclosure of your personal data, the
purposes for which we process your personal data and whether we can achieve those
purposes through other means, and the applicable legal requirements.
In some circumstances we may anonymise your personal information so that it can no
longer be associated with you, in which case we may use such information without further
notice to you.
We will retain your personal information in an identifiable form for the purposes
described in this privacy notice for two years. At the expiry of the relevant retention
period, information will be reviewed to assess whether it can be destroyed, fully
anonymised, or whether retention is required for a further period (we will only retain
this further, where processing is compatible without our original purposes. Ordinarily,
we will delete all information following the expiry of the retention period).

11.
What are my rights in connection with my personal information?
It is important that the personal information we hold about you is accurate and current.
Please keep us informed if your personal information changes during your working
relationship with us.
Your rights in relation to the processing of your personal data are listed below, however
not all rights are absolute, and are only applicable in certain conditions:




Right to be informed: This privacy notice is designed to ensure you are fully
informed about how we will process your data. Where we collect your information
for a specific purpose in future (such as a staff survey), we will provide further,
specific information to ensure this right is exercised.
Right of access: (commonly known as a "data subject access request"). This
enables you to receive a copy of the personal information we hold about you and
to check that we are lawfully processing it. You can exercise the right of access by
contacting the DPO.



Right to request correction (also known as rectification): This enables you to have
any incomplete or inaccurate data about you corrected. If we cannot correct the
information for technical reasons, we will append a supplementary statement to
the information.



Request deletion (also known as right of erasure, or right to be forgotten): This
enables you to ask us to delete or remove personal information where there is no
good reason for us continuing to process it. You also have the right to ask us to
delete or remove your personal information where you have exercised your right
to object to processing (see below).



Object to processing: this applies where we are relying on a legitimate interest (or
those of a third party) and you want to object to processing on this ground. This
also applies where we are processing your personal information for direct
marketing purposes (and this right is absolute in relation to direct marketing –
there are no further criteria required in this instance).
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Request the restriction of processing: You can ask us to suspend the processing of
personal information about you, for example if you want us to establish its
accuracy or reason for processing.



Request the data is transferred electronically (also known as the right to data
portability): You can ask us to transfer your personal information to yourself or
another data controller in a structured, commonly used, and machine readable
format, where this is technically feasible.



Right to withdraw consent: In the limited circumstances where you may have
provided your consent to the collection, processing and transfer of your personal
information for a specific purpose, you have the right to withdraw your consent for
that specific processing at any time. If we require your consent to process any of
your data, this will be made clear at the time we collect it.

For further information or to exercise any of these rights, please contact our Data
Protection Officer.
You will not usually have to pay a fee to exercise these rights. However, we may charge a
reasonable fee if your request for access is clearly unfounded or excessive (or refuse to
comply with the request in such circumstances).
For security reasons we may need to request information from you to help us verify your
entitlement to exercise any of your rights and/or to ensure that personal information is
not disclosed to any person who has no right to receive it.
12.
Who can I speak to about my personal information held by EFL Trust?
We have appointed a Data Protection Officer (DPO) to oversee compliance with this
privacy notice. If you have any questions about this privacy notice or how we handle your
personal information, please contact the DPO. You can e-mail your questions to
info@efltrust.com. You also have the right to make a complaint at any time to the
Information Commissioner's Office (ICO), the UK supervisory authority for data
protection issues.

13.
Will this policy change?
We may update this privacy notice at any time, and we will provide you with a new privacy
notice when we make any substantial updates. We may also notify you in other ways from
time to time about the processing of your personal information.
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